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1. MOTIVATION 3. RESULTS

2. METHODOLOGY

! Terabits of traffic are exchanged on an 
h o u r l y  b a s i s  t h r o u g h  I n t e r n e t 
e X c h a n g e  P o i n t s ,  l o c a t e d  a t 
colocation facilities

! In the case of power fai lure or 
malfunction at colocation routers, 
major traffic outages can take place 

! Most outages remain unreported

1. Find IXP-facing routers within the traceroute data
 Datasets used: 
!  RIPE Atlas 2015 IPv4 traceroute measurements [1]
!  PeeringDB [2]
!  CAIDA’s IP-to-Alias resolution [3]

2. Detect the router facilities
 Datasets used: Routeviews prefix-to-AS mapping [4]
 Methodology used: Facility detection algorithm [5]

Example of a routing anomaly
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3. Detect routing and RTT anomalies  at  and  facility links by:inter intra
! Comparing the current pattern with a reference pattern
! Adjusting the techniques of [8]

1. Traceroute crossing 2 facilities via an IXP

4. Differential RTT calculation at an linkintra 
Case:  peeringprivate

3. Differential RTT calculation at an linkintra 
Case:  peeringpublic

2. Differential RTT calculation at an linkinter 
Case:  peeringpublic

Usual pattern of # of 
traceroutes/hr through facility A

Anomalous pattern of # of  
traceroutes/hr through facility A

Methodology
for issuing an alarm

" Routers reply to traceroutes from their inbound interface
" The IXP-IP and the next hop-IP belong to the same AS
" PeeringDB [2] offers sufficient facility/IXP-level information  for the ASes included in 

the traceroutes

Assumptions

1. Intra-facility link outage: 
Telehouse London (Docklands North)

!  Telehouse London assisting in the Detected:
 mitigation of Sovereign House Outage[6]

AMS-IX Outage 2015-5-13
https://labs.ripe.net

http://www.thientannguyen.fr

Routing pattern (# of traceroutes/hr)

Differential RTT pattern (ms)

!  Telehouse London affected by Nov  Detected:
 30 DDoS attack [7] 
Dates/times reported by DNS Root servers:
!   Nov 30, 2015 at 06:50 UTC
!   Dec 1, 2015   at 05:10 UTC

Additionally reported by our system: 
!  Nov 30, 2015 at 23: 00 UTC

2. Inter-facility link outage during the DDoS period: 
Telehouse London → Equinix Amsterdam (AM3)

!  Observed only by delay change

Sovereign - Telehouse 
Distance = 1.46Km

Routing pattern (# of traceroutes/hr) Di! erential RTT pattern (ms)

4. FUTURE WORK
Facility detection improvements:
! Merge with additional IXP/facility databases  to improve accuracy and coverage
! Use additional traceroute datasets (e.g., CAIDA’s Ark)

Further Improvements on alarm detection:
! Locate the source of the alarm:
  1. Facility router
  2. Colocated IXP
  3. Facility

Migration to RIPE Atlas live streaming for real-time monitoring
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This work focuses on data plane 
measurements to shed more light on 
affected facilities.


