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ABSTRACT

INTRODUCTION

Troubleshooting network outages is a complex and time-consuming process. Network
administrators are typically overwhelmed with
large volumes of monitoring data, like SMTP
and NetFlow measurements, from which it is
very hard to separate between actionable and
non-actionable events. In addition, they can only
debug network problems using very basic tools,
like ping and traceroute. In this context, intelligent correlation of measurements from different
Internet locations is essential for analyzing the
root cause of outages. However, correlating
measurements across domains raises privacy
concerns and hence is largely avoided. A possible solution to the privacy barrier is secure
multi-party computation (MPC), that is, a set of
cryptographic methods that enable a number of
parties to aggregate private data without revealing sensitive information. In this article, we propose a distributed mechanism based on MPC for
privacy-preserving correlation of NetFlow measurements from multiple ISPs, which helps in the
diagnosis of network outages. We first outline an
MPC protocol that can be used to analyze the
scope (local, global, or semi-global) and severity
of network outages across multiple ISPs. Then
we use NetFlow data from a medium-sized ISP
to evaluate the performance of our protocol.
Our findings indicate that correlating data from
several dozens of ISPs is feasible in near real
time, with a delay of just a few seconds. This
demonstrates the scalability and potential for
real-world deployment of MPC-based schemes.
Finally, as a case study we demonstrate how our
scheme helped analyze, from multiple domains,
the impact that Hurricane Sandy had on Internet connectivity in terms of scope and severity.

Internet outages caused by events like fiber cuts,
power failures, routing problems, and prefix
hijacking attacks may disrupt critical services;
hence, it is essential to troubleshoot them in a
timely manner. Past events have shown that network outages can be detrimental and extremely
costly. For example, www.amazon.com was
unreachable in January 2013 for approximately
one hour, which, according to the latest earnings
reports of the web site, corresponds to losses of
US$4.9 million.1 Besides, in October 2012, as a
result of Hurricane Sandy, a large number of
networks were disconnected from the Internet
for several days.2 Such large-scale outages that
affect a very large number of clients are only the
tip of the iceberg. In addition, a much larger
number of lower-impact outages occur in the
Internet on a daily basis. These smaller impact
outages are even harder to troubleshoot because
their root causes are often hidden.
Troubleshooting outages requires determining
their root cause. An important part of root cause
analysis is diagnosis of the scope and impact of
an outage. In particular, identifying whether an
outage is a local or global problem is typically the
very first step in troubleshooting, while knowing
the impact of an outage (i.e., the number of
clients that were affected) is essential for prioritizing events. However, answering even these
simple questions is difficult with existing network
monitoring tools since they provide very little
support for debugging network problems. Network operators often revert to mailing lists to
request help in troubleshooting reachability problems from multiple vantage points. For example,
the following message was posted in the NANOG
mailing in March 2008: “Please try to reach my
network 194.9.82.0/24 from your networks …
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Kindly anyone assist.” Presently, such messages
are still very common in network operators’ mailing lists, which highlights the lack of automated
schemes for troubleshooting outages.

OUTAGE DETECTION APPROACHES
The literature has exploited two main data
sources for detecting and troubleshooting network outages [1–18]: control plane measurements
and active data plane measurements.
Control plane measurements, particularly
Border Gateway Protocol (BGP) update messages, have been used extensively to passively
observe and detect anomalies in the announcement of BGP prefixes caused by events like prefix hijacking attacks. These approaches look for
anomalous changes in the origin autonomous system (AS) or the AS path of a prefix. The control
plane is typically observed from several vantage
points using operational BGP data collected in
real time by projects like RouteViews [19] and
the RIPE Routing Information Service (RIS)
[20]. The drawback of this approach is that many
legitimate events may also result in changes in
the path or origin of a prefix, and therefore can
trigger a large number of false positive alarms.
A second frequently used data source is active
data plane measurements, which are collected
with tools like ping and traceroute. This
approach periodically probes a number of destinations from multiple vantage points. Active
probing helps reduce the number of false positives and localize outages; however, it involves a
cumbersome trade-off between measurement
overhead and detection granularity. Collecting
fine-grained measurements over the global Internet requires frequently probing an enormous
number of destinations, which is not scalable
due to probing overhead. Reducing the overhead comes at the cost of introducing sampling
in the spatial (i.e., IP address space) and temporal dimensions. For this reason, active data plane
measurements are typically best suited for either
monitoring a small set of destinations or detecting only large-scale events. These approaches
typically exploit distributed active measurement
platforms, like iPlane [21] and Archipelago [22].
In addition, perfSonar [24, 25] is a generalpurpose collaborative network monitoring platform that provides several tools for network
troubleshooting and is deployed by a number of
independent research and educational networks.
It is effectively used in this ecosystem for sharing
and correlating non-sensitive network monitoring data, like certain Simple Network Management Protocol (SNMP) counters. However, it
does not provide cryptographic mechanisms for
privacy-preserving computations on highly sensitive data, like raw NetFlow records. Our work
fills this gap in the context of collaborative network monitoring and specifically for the problem
of troubleshooting network outages.

A NEW APPROACH BASED ON
ONE-WAY TRAFFIC MEASUREMENTS
Recently, a number of studies have exploited
passive network performance measurements collected from ISPs [26, 27], end hosts [28], or net-
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work telescopes [29] for network outage detection. In this article, we focus specifically on passive data plane measurements of one-way
traffic, which is a new approach to outage
detection introduced in our previous work [26,
27]. Traffic measurements can be collected passively using flow monitoring technologies, like
NetFlow. The key idea is the following: network outages result in:
• An increase in the number of unsuccessful
(one-way) connections to a remote destination (IP address, prefix, or AS) and concurrently
• A decline in the number of successful (twoway) connections
These changes can easily be observed from passive network traffic measurements. In other
words, we can passively use the regular traffic of
a network as probe traffic for outage detection.
This provides a rich source of data without
imposing additional overhead for active measurements, and detects only the outages that
actually affect the clients of a monitored network. In addition, one-way traffic monitoring
enables prioritization of outages based on the
number of clients that were affected by an event.
The Flow-Based Approach for Connectivity Tracking (FACT) [26] is a system that implements
these ideas. It monitors the traffic that enters
and leaves a domain, and identifies successful
and unsuccessful connections. A network outage
is detected when a significant number of unsuccessful connections is associated with a specific
destination.

A useful way to
extend the results of
local monitoring is to
aggregate detection
results from multiple
domains. This
approach has the
potential to improve
the results in
determining both
the scope of an
outage and its
impact across
domains.

DOWN FOR EVERYONE
OR IS IT JUST ME?
While the benefits of FACT include the use of
passive traffic measurements to detect outages,
the detection outcomes for individual domains
(Internet service providers, ISPs) may not be
sufficient to determine the root cause of specific
outages or troubleshoot them. A useful way to
extend the results of local monitoring is to aggregate detection results from multiple domains.
This approach has the potential to improve the
results in determining both the scope of an outage and its impact across domains. First, the
scope of an outage is essential for troubleshooting as it helps narrow down the potential
cause(s) of the outage. A local outage is only
detected by a single domain, a global outage is
detected by all the participating domains, while a
semi-global outage is detected by some domains
but not by others. Second, to further facilitate
troubleshooting, it is also beneficial to obtain
information about the severity of the outage,
that is, the number of distinct domains that cannot reach a specific destination and the total
number of clients that were affected by the outage. We note that the scope and severity information needs to be determined in near real time
by the ISPs to enable timely corrective actions
that result in the improvement of service quality.
Unfortunately, aggregation of monitoring
information across multiple ISPs is not a
straightforward task. The commercial environment does not encourage sharing of commercial-
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MPC is a set of cryptographic methods
that, given input
data from multiple
parties, enable distributed private computation of
mathematical functions. MPC provides
formal guarantees

ly sensitive information related to the service
quality of an ISP’s network. In addition, distributed monitoring of network outages on the
basis of passive network traffic measurements of
one-way traffic requires exchanging information
about contacted services, IP addresses, prefixes,
and ASs. Such data is generally considered sensitive as it relates to personal information about
visited web sites and services used by individuals.
Therefore, the disclosure of such information is
typically prohibited by privacy laws and regulation. 3 For these reasons, a data aggregation
mechanism that preserves the confidentiality of
individual records is crucial for enabling computations that utilize such data.

on the confidentiality
of the input and/or

MPC TO THE RESCUE

intermediate data,

Secure multi-party computation (MPC) [30] provides a viable solution to this problem. MPC is a
set of cryptographic methods that, given input
data from multiple parties, enable distributed
private computation of mathematical functions.
MPC provides formal guarantees on the confidentiality of the input and/or intermediate data,
and on the correctness of the computation result.
Until recently, the research field of MPC was
almost exclusively of theoretical interest (e.g.,
improving the security of MPC and reducing the
computational complexity), with very limited
real-world use due to the prohibitive computational overhead. This, however, has started to
change in the last few years, due to improved
MPC protocols, with a number of demonstrations of feasible real-world applications.
In this work we build on a popular MPC
framework based on Shamir’s secret sharing
(SSS) scheme [31], and it is implemented in the
SEPIA MPC library [32]. In our framework,
input peers provide data, and privacy peers perform the secure computation of a specific function of that data. The number of input peers
directly affects the complexity of MPC, while the
number of privacy peers correlates not only with
the performance but also with the resilience of
the MPC mechanism against various security
attacks. MPC’s attack resilience scales linearly
with the number of privacy peers. Hence, the
selection of the number of privacy peers adjusts
a trade-off between performance and attack
resiliency. We note that a party may function as
both an input peer and a privacy peer. In a nutshell, the input peers use SSS to “encrypt” their
input data and distribute the shares (i.e., the
secret sharing results) to the privacy peers. The
privacy peers then perform the computation on
the shares and return the final computation
results to the input peers.
The confidentiality of the input data is
obtained through secret sharing. SSS is the most
widely used secret sharing scheme and is based
on polynomial interpolation. Given a secret D,
the (k, n) SSS scheme generates n shares from D
and distributes them between n privacy peers. D
is only computable given the knowledge of at
least k shares (where k < n), while the knowledge of k – 1 shares does not reveal any information about D. Hence, when SSS uses a
polynomial of degree k = (n –1)/2, MPC with
SSS is resilient against up to n/2 colluding priva-

and on the correctness of the computation result.

3

For example, the EU
General Data Protection
Regulation,
http://www.ec.europa.eu/ju
stice/data-protection/document/review2012/com_201
2_11_en.pdf
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cy peers who jointly would not be able to obtain
any information about either the (private) data
or the computation’s intermediate results.
In the remainder of this article, we show how
MPC can be efficiently integrated with network
traffic monitoring to enable privacy preserving
troubleshooting of network outages.

DISTRIBUTED OUTAGE
MONITORING WITH MPC
We now describe a novel application of MPC for
troubleshooting unreachable destinations and
how we can efficiently exploit MPC operations
to provide privacy preserving near-real-time
monitoring of outages. We first describe how we
have integrated MPC within the FACT one-way
traffic monitoring system to aggregate traffic
measurement data across multiple domains/ISPs,
while keeping individual ISPs’ data hidden from
other ISPs as well as from the entities performing data aggregation.
Figure 1 shows the architecture of MPC integration with multiple instances of FACT (MultiFACT). Multi-FACT extends FACT with the
capability to determine the scope and overall
impact (severity) of outages. Each ISP operates
a local instance of FACT, which collects one-way
traffic measurements in the ISP’s border routers
to identify remote destinations that are unreachable from the local clients of the ISP. The
unreachable destinations (e.g., IP addresses and
IP prefixes) detected by FACT are aggregated
with MPC while maintaining their confidentiality. To accomplish this, ISP data is split into
MPC shares using SSS and forwarded to MPC
privacy peers, which perform the data aggregation. Finally, the result of the aggregation operation (Multi-FACT output) is fed back to the
ISPs for local estimation of the scope and severity of detected outages. Figure 1 presents an
example with three MPC privacy peers performing the privacy preserving computations.

BUILDING EFFICIENT
MPC OPERATIONS USING BLOOM FILTERS
The local monitoring result each instance of
FACT produces is a list of unreachable destinations for different types of destinations: remote
IP addresses, /24 prefixes, and BGP prefixes. For
each destination, FACT also shows the number
of clients that fail to reach it. Our goal is to
extend this data with information about the total
number of domains and clients that cannot reach
a destination by aggregating information from
other domains based on MPC. To realize this
goal we exploit a multiset union operation.
Recall that a multiset is a set in which elements
can appear multiple times. To determine the
scope of an outage, each FACT instance produces three sets that represent unreachable destinations at the three different levels of
granularity above. The output of the union operation over the corresponding sets of all input
providers is a multiset in which the multiplicity
of each destination represents the number of
domains that cannot reach it. In this way, the
output multiset shows the number of domains
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For each destination,

Multi-FACT
Unreachable
destination

Aggregate impact
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Figure 1. Multi-FACT architecture: ISPs in the middle use FACT to track connectivity to remote destinations. Multi-FACT correlates local observations with MPC to find out the aggregate scope and severity of
outages.

that cannot reach a destination, without showing
which domains fail. Accordingly, to determine
the overall impact of an outage, each FACT
instance produces three multisets, in which the
multiplicity of each element represents the number of local clients that cannot reach a destination. After the multi-set union operation, the
output encodes the total number of clients that
fail to reach a destination, without revealing any
other information.
The standard way to perform the multiset
union operation requires comparisons between
all possible combinations of elements. In MPC
based on SSS, comparison operations can be up
to three orders of magnitude more expensive
than additions [32]. Performing all these comparisons would therefore require prohibitive
computational overhead. To by-pass this problem, we exploit an efficient multiset union
operation that is based on counting Bloom filters (CBFs) [33]. CBF is a space-efficient probabilistic data structure that uses multiple
independent hash functions to encode a multiset into a fix-sized array of counters. Multiple
CBFs constructed with the same hash functions
can be efficiently aggregated simply by summing the corresponding counters. In this way,
the output CBF represents the union of the
input multi-sets. Therefore, we can perform the
multi-set union operation in the CBF domain
simply with an MPC addition of the input CBF
arrays. Addition operations in the SSS scheme
are generally very efficient, since they do not
require any complex computation or intermediate sychronization rounds. CBFs can in general
introduce an error, as different multiset elements may be mapped into the same array
bucket. The error can be minimized by carefully selecting the size of the array. In particular,
the false positive rate (FPR) introduced by a
CBF in which one inserts r input elements can
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be controlled by setting the size s of the CBF
based on the following equation:
s = 5 ◊ r ◊ (–log10(FPR))

(1)

EVALUATING MPC-BASED
FEDERATED OUTAGE DETECTION
We implemented a prototype of Multi-FACT
using the SEPIA MPC library [32]. SEPIA is
specifically designed for aggregating network
events and statistics from multiple network
domains and includes an efficient multiset union
operation. In this section, we evaluate the feasibility of the proposed monitoring scheme by
evaluating the runtime based on input data sizes
derived from real-world incidents observed in a
medium-sized ISP. The used data are described
in more detail in the next section. Note that the
measured computational runtime includes the
time to distribute the shares of the input data,
the time to compute the multiset union in MPC,
and the time to receive the computation result.
The evaluation is performed in an OpenStack
cloud, which consists of six workers. Each worker has 12 CPU cores of Intel Xeon 2.67 Gbytes
and a gigabit network connection. We use nine
virtual machines, where each machine has 2
Gbytes of memory and one virtual CPU based
on KVM virtualization. We note that in the
worst case, wide area network delays affect the
presented experiments only by an additional
delay that equals twice the maximum delay time
between the ISPs and the privacy peers.
In all experiments, the MPC input peers and
privacy peers are uniformly distributed across
the virtual machines. We vary the input data size
r, which corresponds to the number of unreachable destinations (on various levels of granularity), and the false positive rate (FPR) of the
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CBF. We set the corresponding CBF size, s,
according to Eq. 1. Moreover, we also vary the
number of ISPs aggregating input data (i.e., the
input peers in MPC terminology) and the number of MPC privacy peers. For each experimental configuration, we run Multi-FACT 10 times
and compute the running time as the average of
all runs.
Figure 2 shows the average computational
running time for a varying number of input and
privacy peers. We use a fixed input data size of
1729 unreachable destinations (which corresponds to the maximum input size we observed
in our experiments with real ISP data) and an
FPR of 0.1 percent, which corresponds to a CBF
size of 32,768 counters. The number of input
peers varies between 10 and 90 peers, matching
the scenario in which this number of ISPs collab-
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Figure 2. The computational running time average over 10 runs for CBF size
32,768, and varying numbers of input and privacy peers.
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Figure 3. The computational running time average over 10 runs for 50 input
peers with varying numbers of privacy peers and varying input data sizes.
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orates to troubleshoot network outages. The
number of MPC privacy peers varies between
three and nine peers, providing increasing levels
of privacy protection (i.e., requiring between two
to five privacy peers to collude to successfully
access an ISP’s private data). We observe in Fig.
2 that the average computational running time
increases linearly with the number of input and
privacy peers. This is due to the direct relation
between the number of input peers and the
number of CBFs to aggregate. Similarly, the running time increases linearly with the number of
privacy peers. Furthermore, we see that in all
the experiments the total running time is comfortably below 1 s, which is suitable for nearreal-time monitoring requirements.
Figure 3 shows the average computational
running time as the input data size, and the
number of privacy peers varies. In this case, the
number of input peers is fixed to 50, while the
number of privacy peers varies between three
and nine. In Fig. 3 we observe that the running
time scales linearly with the size of the input
data. Recall that the multiset union operation
using CBFs is essentially a fixed-size MPC array
summation. Since the input data size correlates
to the CBF size, the increase in the input data
size results in the summation of larger size
arrays. Furthermore, similar to Fig. 2, the running time scales linearly with the number of privacy peers and in all experiments requires less
than 1 s.
Therefore, we see that aggregating input sets
with several thousands of elements is feasible
even with 90 input peers and 9 privacy peers in
less than 1 s.

FEDERATED OUTAGE MONITORING
IN THE WILD: THE IMPACT OF
HURRICANE SANDY
In this section, we demonstrate the utility of our
scheme in practice using actual traffic data from
an ISP containing a well-known event. On the
evening of October 29, 2012, Hurricane Sandy
hit the east coast of North America. It was the
largest Atlantic and second costliest hurricane
on record, with estimates of damage at nearly
US$75 billion. It specifically hit New Jersey and
New York, where data centers are located,
resulting in power loss, fiber cuts, and other
damage that reportedly affected Internet connectivity.
We investigate the impact of Hurricane Sandy
on the Internet connectivity of a remote location
as measured with FACT and demonstrate the
utility of correlating data from multiple domains.
To address these points, we use unsampled NetFlow data collected between October 29 and
November 1, 2012 from the border routers of
SWITCH [34]. SWITCH is a medium-sized ISP
in Switzerland that connects approximately 40
Swiss universities, government institutions, and
research laboratories to the Internet. We analyze
the event independently for four domains of
SWITCH using FACT alone, and use MultiFACT to discern the scope and severity of the
detected outages.
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CONCLUSION
We have argued for the necessity of enabling privacy preserving computations in federated measurements for detection of network outages to
improve the scope and accuracy of measurements. We have presented an overview of the
outage monitoring approaches proposed in the
research literature, followed by an extension of a
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Figures 4a and 4b show the impact of Hurricane Sandy measured in terms of the number of
remote BGP prefixes that were unreachable by
one of the four domains during the event. The
figure on the top shows the local view of this
domain without using Multi-FACT, while the
figure on the bottom shows the local view of the
domain when Multi-FACT is in use. In both figures we observe that almost 80 BGP prefixes
were unreachable from the studied domain during the time of the event. This corresponds to a
sharp increase in the number of unreachable
prefixes compared to the dates before the event.
In addition, we observe that the number of
unreachable prefixes decreased over time, but
even three days after the event a significant
number of prefixes remained unreachable. Furthermore, observe the diurnal pattern, which
results from using passive measurements of user
traffic to detect outages. In Fig. 4a, we annotate
with different colors the number of prefixes that
had a higher impact, in terms of affected clients,
on the studied domain. The number of affected
clients represents the severity of an outage. We
observe that most prefixes affected a fairly small
number of clients, which reflects that Hurricane
Sandy affected prefixes that were not particularly popular in Switzerland. The affected prefixes
are registered to organizations located primarily
in the vicinity of New York. In contrast, in Fig.
4b we use colors to highlight the impact of an
outage in terms of the number of distinct
domains that were affected. In this case, the colors allow clear discernment of whether the scope
of an event is local or global. We observe that
the vast majority of the affected prefixes were
also unreachable for other domains, which helps
to identify that the sharp increase in the unreachable destinations is the result of a global event
that affected multiple organizations, rather than
a local misconfiguration.
Recall that the scope of an outage is useful to
determine the root cause, which in turn helps in
troubleshooting the outage. Therefore, this
information can steer the administrators of the
affected network to take further troubleshooting
steps. In this case, since the event is global and
beyond the control of local administrators, the
ISP can notify its peers in the remote ISP where
the problem originates. In addition, it can provide informed answers to potential complaints
about Internet connectivity from its clients.
Alternatively, if the event was local, the administrators would have to further troubleshoot connectivity issues in their infrastructure.
In summary, we find that Hurricane Sandy
affected several prefixes that were visibly
unreachable even in Switzerland. In addition,
our private aggregation scheme clearly helps to
establish the global or local nature of events.
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Figure 4. a) Unreachable remote BGP prefixes detected by one domain during
Hurricane Sandy: number of affected local clients; b) unreachable remote
BGP prefixes detected by one domain during Hurricane Sandy: visibility of
the outage across the other domains.
recently proposed passive monitoring-based
mechanism. We have shown how MPC can be
integrated within a system that aggregates data
monitored by multiple ISPs, enabling computations on data aggregates in a privacy preserving
way. We have also provided details of a prototype
implementation of the federated measurement
system and addressed the efficiency requirements
for a near-real-time monitoring system by showing that, with careful design and choice of MPC
operations, fast and efficient operations are
achievable. We hope that the material presented
in this article will motivate more privacy preserving federated measurement systems.
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